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Introduction  
 

At OTP banka, we are aware of the importance of personal data protection. We are committed to protecting your personal data and respecting your 

privacy. In this General information document, we have collected in one place all the information on the protection of personal data in OTP banka that 

may be of interest to you, such as which of your personal data we collect and why we process them, how long we store them, what are your rights 

related to personal data, and how you can exercise them. 

 

1. Information about the controller and the Data Protection Officer 
 

The controller of your personal data is OTP banka d.d. (OTP banka), Slovenska cesta 58, 1000 Ljubljana, registration number: 5860580000, tax 

number: SI 94314527.  

 

If you have any questions related to the protection or processing of your personal data, you can contact our Data Protection Officer, who is available 

by email at "dpo@otpbanka.si" or by phone at 080 17 70.  

 

2. What types of personal data do we collect and process  
 

At OTP banka, we obtain personal data from various sources. In most cases, they are provided to us directly by you when deciding on a  particular 

banking product or service, or we obtain them indirectly, through your use of banking products or services. We also create some data ourselves by 

processing personal data for reporting and analysis purposes. In order to verify and supplement our database, we may also collect information that 

is publicly available or has been provided to us from public sources.  

 

OTP banka keeps records of personal data processing activities, which show the types of personal data and the purposes of their processing.  

 

As part of our activities at OTP banka, we collect and process the following types of personal data:  

• identification data (e.g. name, surname, date of birth, tax number, citizenship, data from an identity document that we need to execute a 

transaction or perform our services), 

• socio-demographic data (e.g. gender, age, education, employment status, household data, political exposure, which we obtain when providing 

certain services (e.g. loan) or which we create in analyses from other data you provide to us),  

• contact data (e.g. telephone number, email address, address of residence, which we need to inform you about an offer or obligations arising from 

the contractual relationship),  

• your other business data, in particular transaction data, data on channels and applications through which you contact OTP banka (including online 

cookies),  

• geolocation data that we obtain you pay with cards and use the website and electronic and mobile banking, 

• information about your use of services, products and contacts with OTP banka, and  

• information about your creditworthiness. 

 

OTP banka may obtain your personal and other data from other personal data controllers if these data are not available to it or if you do not provide 

them to us despite being asked to do so, and this data is necessary for the purpose of fulfilling contractual obligations or if there is a legal basis for 

such an inquiry. Such data may include, in particular, data on employment, movable and immovable property, receivables, ownership interests, shares 

and other securities, account numbers with banks and payment institutions, and your other assets, residence, tax number and other data with other 

controllers.  

 

3. Why we process personal data and on what legal bases  
 

At OTP banka, we undertake to process your personal data only within the framework of legal bases and selected purposes.  

 

We process personal data of data subjects only if: 

- the processing is necessary for the performance of the contract and pre-contractual measures, 

- the processing is necessary for the fulfilment of a legal obligation to which OTP banka is subject as the controller,  

- the data subject has consented to the processing of personal data, or if 

- the processing is necessary for legitimate interests that we pursue. 

 

3.1. Processing of personal data for the purpose of fulfilling contracts and steps necessary to enter into a contract 
 

We process the personal data of data subjects for the purpose of providing banking services and taking measures that are necessary before entering 

into a contract, such as  

- opening and maintaining accounts, deposits, direct debits and standing orders,  

- making payments, various types of savings, loans, guarantees, letters of credit, purchase of securities, insurance, brokerage,  

- sending SMS about account balance and transactions made with payment cards, and  

- to contact you regarding a service.  
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For the above purposes, the data are processed based on contracts you enter into with us in accordance with Article 6/1(b) of the GDPR.  

 

In these cases, you are obligated to provide your data based on the contract, which means that we cannot enter into a business relationship with 

you if you do not provide us with the data.  

 

3.2. Processing of personal data based on the law 
 

Personal data of data subjects are also processed for the purpose of fulfilling legal obligations to which the bank is subject, such as:  

- determining and verifying the identity of a client,  

- conducting periodic due diligence on a client,  

- implementing anti-money laundering and counter-terrorist financing measures,  

- ensuring compliance with tax fraud prevention rules, 

- reporting to regulators,  

- recordkeeping and data storage, etc. 

 

The legal basis for the processing of personal data are the legal regulations that are binding for the bank, such as the Banking Act, the Prevention 

of Money Laundering and Terrorist Financing Act, and Payment Services, Services of Issuing Electronic Money and Payment Systems Act, all in 

accordance with Article 6/1(c) of the GDPR.  

 

3.3. Processing of personal data based on legitimate interests of OTP banka 

 
OTP banka may also process your personal data to fulfil the legitimate interests of OTP banka or third parties relation to the performance of its 

activities. These activities may include all or some of the following personal data processing:  

o implementing measures necessary to prevent and investigate fraud;  

o conducting analyses and market research to monitor the satisfaction of our customers in order to improve our services,  

o carrying out activities prior to the implementation of marketing campaigns, marketing communications, which may include the 

development and implementation of marketing activities based on which OTP banka can provide you with offers that we believe 

will be of interest to you, useful to you, or provide you with information that will simplify your relationship with OTP banka,  

o requesting data updates,  

o conducting video surveillance,  

o ensuring the security of our information system, which may include detecting, investigating, reporting and preventing incidents 

related to the security of the IT system and ensuring secure banking for you,  

o managing your existing communication channels so that you can securely access your data via the Internet, mobile bank, etc., as 

well as establishing and securely managing passwords.  

 

For the above purposes, the data are processed based on a legitimate interest in accordance with Article 6/1(f) of the GDPR. You can object to the 

processing of data for these purposes at any time. In this case, OTP Banka will cease to process the data for these purposes, unless it proves compelling 

legitimate reasons for further processing. 

 

3.4. Processing of personal data based on your consent 
 

On the basis of your explicit consent for marketing purposes,  OTP banka may prepare an offer tailored to you. By further processing your personal 

data, we will evaluate personal aspects such as anticipating your interests, behaviour and personal tastes (segmentation and/or profiling) and thus 

create a tailored offer that is as consistent as possible with your preferences, expressed interests and personality profile. 

 

If we do not receive your consent for marketing purposes, we will consider that you have not given your consent for marketing purposes  and your 

personal data will no longer be processed for marketing purposes. In this case, OTP banka will inform you only in the ways permitted by applicable 

law (e.g. general information, fulfilment of OTP banka's obligations regarding information about a product or service used by the data subject). 

Consent for marketing purpose is not a precondition to enter into a contract or use banking services. Giving consent is voluntary and if you decide 

not to give it or revoke your consent later, this does not in any way reduce your rights arising from the business relationship with OTP banka, and 

does not mean any additional costs for you.   

  

Once you revoke your consent in part or in full, OTP banka will no longer use your data for the purposes for which consent has been revoked.  

 

You can "unsubscribe" from receiving messages from the bank at any time through the communication channel through which you received a 

marketing message, if this is technically possible. A link to unsubscribe or information on how to unsubscribe is provided in OTP banka's message. If 

you wish to revoke your consent for marketing purposes, you can do so by completing a special form that you can obtain at a bank branch office or 

on the bank's website and submit it to OTP banka in one of the ways available to provide consent. OTP banka will record your change in consent or 

selected communication channels in its system within 15 days.  
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4. Who are the users of your personal data in OTP banka 

 

Your personal data that you provide to OTP banka may be processed by  employees of OTP banka and OTP Group, as well as by employees of OTP 

banka's contractual partners and contractual processors of OTP banka, who are bound to respect and protect your personal data in accordance with 

applicable legislation governing personal data protection or confidentiality agreements stipulating the requirement to protect personal based on 

labour laws and personal data processing agreements. 

 

Your personal data may also be processed by contractual processors. These are trusted companies that we have entrusted with the processing of 

individual personal data (e.g. authorised printing service providers, call centre, authorised representation companies, IT infrastructure/technology 

providers, bank card providers, payment transaction providers, etc.). A detailed list of contractual processors and other information related to 

categories of users can be obtained by emailing us at "dpo@otpbanka.si". 

 

In certain cases stipulated by regulations, we may also transfer your personal data to public authorities and other third parties if this is necessary for 

the fulfilment of our legal or contractual obligations (Office for the Prevention of Money Laundering, Market Inspectorate, Bank of Slovenia, Police, 

Financial Office of the Republic of Slovenia, courts, intermediary banks, SISBON, etc.).  

 

Personal or other confidential or protected data that are available to us or that you will communicate to us in connection with the provision of services 

(e.g. execution of a payment order) and that are transmitted between banks for this purpose via the SWIFT network (Society for Worldwide Interbank 

Financial Telecommunication) may also be forwarded to domestic or foreign (including in the USA) state authorities on the basis of a special request,  

administrative or judicial authorities for the purpose of implementing anti-money laundering measures and measures against the financing of 

terrorist activities. 

 

Your personal data is a business secret of OTP banka in accordance with the law governing trade secrets, and at the same time confidential banking 

data in accordance with the law governing banking. Users access the data in accordance with the authorizations and assigned data access rights.  

 

All users of your personal data are obligated to respect and protect personal data in accordance with the General Data Protection Regulation and/or 

any applicable national law governing the protection of personal data and other legal regulations. 

 

4.1 Data transfer  

 
OTP banka assures you that we will not transfer, lend or sell your data to third parties without an appropriate legal basis or prior notice or your 

consent.  

 

OTP banka does not transfer or transmit the collected personal data to countries outside the EEA / EU, unless this is necessary for the purposes of 

performing activities (e.g. supporting business processes), performing a contract or pre-contractual measures with you. In the event of a possible 

transfer of personal data to third countries, OTP banka shall verify in advance whether the European Commission has issued a decision on the adequacy 

of the level of data protection for the third country, its territory or sector, or whether it has ensured appropriate safeguards under Chapter V of the 

General Data Protection Regulation. 

 

For more information about the measures taken when transferring personal data to third countries, please email us at "dpo@otpbanka.si". 

 

5. How long are we allowed to keep your personal data 
 

OTP banka stores and protects your personal data in such a way that prevents any unjustified disclosure of data to unauthorized persons. We store 

personal data only for as long as it is necessary to achieve the purpose for which we collected or further processed them. The retention period depends 

on the basis on which we processed the data and the purpose of the processing. Most of your personal data collected for the purpose of providing 

banking services or products are stored for the term of the business relationship, to which we add the statutory number of years of retention after the 

termination of the business relationship. The data processed within the framework of the business relationship is stored for 10 years after its 

termination or for 10 years after the transaction, in accordance with the Prevention of Money Laundering and Terrorist Financing Act. Data processed 

on the basis of your consent are stored until your revoke your consent or request that the data be erased, but no longer than 10 years after the 

termination of the business relationship or until the purpose for which they were obtained is fulfilled. OTP banka may also store your personal data 

for longer if it cannot erase it due legal, regulatory or technical reasons. Personal data will be erased, destroyed, blocked or anonymised after the 

purpose of processing has been fulfilled, unless there is another legal basis or if this is necessary for the establishment, exercise or defence of legal 

claims. 

 

6. Your rights and how you can exercise them 
 

As the controller of your personal data, OTP banka provides you with the option to exercise the following rights:  

 

• the right of access to your personal data: you can access your personal data that has been collected in relation to you, familiarise yourself 

with the processing and verify its legality;  

• the right to rectification or correction of personal data: you can request that OTP banka rectify your inaccurate personal data without undue 

delay;  
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• the right to erasure of personal data: you can request that OTP banka delete personal data relating to you without undue delay to the extent 

permitted by applicable law  

• the right to restriction of processing of personal data: you can request that OTP banka restrict the processing of your personal data when 

you dispute the accuracy of your personal data, when the processing is unlawful and instead of deleting your personal data, you request the 

restriction of their use, and in cases where OTP banka no longer needs your data for processing, but you need it to establish, exercise or defend 

your legal claims;  

• the right to portability: you can request to receive your personal data that you have provided to OTP banka in a structured, commonly used 

and machine-readable format and that OTP banka transmit this data to another controller (where technically feasible); 

• the right to object: you may object to the processing of your personal data at any time when it is carried out to meet the legitimate interests 

of OTP banka or a third party. You may also object to the processing of your personal data at any time when it is processed for direct marketing 

purposes, including profiling, insofar as this is related to such direct marketing. Where you object to processing for direct marketing purposes, 

your personal data will no longer be processed.  

 

You can submit a request for the exercise of an individual right in a way that allows you to be identified by completing the form available at all branch 

offices and on the bank's website (www.otpbanka.si/vop). There you will also find more detailed explanations of how to make a claim. OTP banka will 

respond to your request without undue delay or within one month at the latest.  

 

If you believe that OTP banka has not properly addressed your request, you can appeal to OTP banka within 15 days. You can also lodge a complaint 

with the Information Commissioner (Dunajska cesta 22, 1000 Ljubljana; gp.ip@ip-rs.si). 

 

7. Data protection and automated decision-making 
 

When deciding on the granting of consumer loans to natural persons up to the amount determined by the bank, OTP banka uses an automated 

process (including the creation of profiles). We are aware that this way of processing your personal data has legal effects that affect your legal rights 

or legal status, so we protect your rights, freedoms and legitimate interests with appropriate safeguards.  

 

You will be informed already when negotiating to enter into a credit agreement that the decision to approve the loan will be automated. You will also 

be informed of the right to personal intervention, the right to express your point of view, the right to obtain an explanation of a decision taken by 

automated means, and the right to contest a decision taken by automated processing. Subject to processing are the data you provided in the loan 

application and the data obtained by OTP banka by consulting the Central Credit Register (SISBON). If you are already a client of OTP banka, the existing 

data in OTP banka's databases will be used as well.  

 

Through the process of automated decision-making on the approval of loans, OTP banka ensures fair and objective results, as the same decision-

making conditions apply to all applications. The setting of the criteria for approving loans is in accordance with the applicable internal regulations of 

OTP banka, and technical solutions are subject to regular testing, analysis and supervision.  

 

8. Profiling  

 
Profiling means any form of automated processing of personal data involving the use of personal data for the purpose of evaluating certain personal 

aspects relating to a data subject, in particular to analyse or predict that data subject’s performance at work, economic situation, health, personal 

tastes, interests, reliability, behaviour, location or movements. 

 

OTP banka performs profiling if you have given your consent for marketing purposes. Profiling is carried out using various methods of statistics, 

mathematics or predictive analysis, which allow us to predict your needs and prepare appropriate offers based on this. As part of profiling, we analyse 

your demographic data, such as age, gender, education, location, geolocation and data on the banking services used, based on which we assign to you 

an individual profile and send you only offers that we believe correspond to your needs and habits.  

 

 

9. Final provisions 

OTP banka reserves the right to change or supplement this General information document in order to ensure compliance with regulations governing 

personal data protection. If changes are important for you, we will notify you separately and publish a more prominent notice on OTP banka’s website. 

The latest valid version of the General information document is available at all OTP banka branch offices and on its website (www.otpbanka.si/vop). 

 

Anything not specifically stipulated in this General information document or in the contract entered into between by OTP banka and the data subject 

shall be subject to the provisions of the applicable law.  

 

This General information document is valid and applies as of 22 August 2024. 

 

OTP banka d.d.  


